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im^m. 1 ] 

muxLmuK&mz ti. mm k ^ -f > ^- *<dtv 9 frmftmwmm^&v zmmmm 

[Sf#Jl 2] 

utrfaEHts&tfu mMmm^mfczixti&m&W'c&^x. mtiTzs?)va >t yy*mm 

[fS«3] 

^mmmmm^mm a y^^m^m^ -< ><i3a$iii3^M#$-^ 

fffiiit-^-jwi, mmmm^^mmm^m^mmMm^^mm y* 

mmm.m<D^^^:ifx. mm&m&%*nmmv * j ><Dmm-%mzmmMm®t%*frh 
m&-rz * imm-r&$rGzmm v** ymmmMfrhmm^K&m** 

m%zSi^\mmY*4 ymwsmfrh&mirzt. mmrv ? ^m^m^m* ya-jni 

[tuques] 

tang-M ntzmm^-% ? atfy ? >f > y nvg^it ? *L^^*mseii# 

•7 K. df Sft • 1 6 ti > m m 35 * 3 ft rt: 7* >* 9 =* > y- > y £ & tt =» > -r > -7 / n° -y - v 1*1 K. 
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im^m 8 ] 

t'sQ-fs^^ $ *L/t * ^ n ^ t y y zfeMUfr h mmm~<Dmm^^mm z^&m* 

[m&m 1 o ] 

m^ffiK. mm a y ^is^r x^w^-r^ ? )ua y -f > y £$nfr&w&*T&mz 
mm -< yvmM&timmztitzfe, mmmm^^mt^nx^^mm a y<vm 

[s&^Mi&ra] 

[ftfir^If] 
[0 0 0 1 ] 

iwm&m 

[0 0 0 2 ] 

-OgASft^rS^fi, UPS (United Parcel Service) 

F e d E xm<D&%<D^&Kl:^X&^iz&mBrtZx-$>2> 0 Ua^ltU^M 

yj ^mso ^>r-e [^y?-yy\ t\±, my y Ykx^u^Wx^) t ^ ax- 

Tm^^T^-t^^tLS-r-^^^-To zayXoZayryytLXii, 

^TjrVkm, zjy\L^~^Y-A, ¥T*? >) yy\ D V D/M P E G A- tT M 

[0 0 0 3 ] 

<<y*-*v h^m^^Ltzmm^y^^-^m^mm^m^ mm%imi>% < ^ 
^v^t-a. ^> (DmjsLmm<7)^m^x^m^^mM^'y^x<7)af^m i mnx^i> 0 

MP3tl77-fJK 3>hfjx-^^-A. D V D A - f-f (Tjf y ? >f > 7(7) A 
[0 0 0 4 ] 
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i/^o M&Mz-if-f y fx 9- (Naps tar) ^Srffl^T'f htltiLT 

3>r>"y<7>^#^»4, il#Oftfa*<ic^U«as*i.» IE 

[0 0 0 5] 

£. <?) £ 9 & X->* * A* 3 > "T > rfi m><0%Wt § fg L . 2 tz--fiX~ zi>T> yW:&%M<Dffi 

jt*^«sja*0*A*H*&LT^-6o frmfttik^M (DRM: D i g 

ital Rights Management) J ili, ftMWkWibfiS 9 frttlftV) 

h^^Tv^xAlcii, £*t<b?>&S!l*rfl|tgU JgSeU fits - t j&«L»* Llf#gt 
?tti> 0 
[0 0 0 6 ] 

[0 0 0 7 ] 

■T oHo -> J* -r A -e i± n > r > -y^^T, ^ - n t: - /-?y n ^^±-Cfij < fi^ 

(« x. if i4 ! -o(7)f ->* ? )^ y r > 7 <o n t - ?:f x 7^ 7 ■) F t (51 

<7>«StBS-^*fflv»-C^Lx fx7^77hBrfg3f-M-o«f,f 0 -7J, 

^-To nrB^f-^o<D^. fltrieiij^^^^^^-r r/f>7?)3t , -?)fx 

y ? TO Y SrW^Lfc^o 
[0 0 0 8] 

UJITK— « t L"C> fy^^i^yf > •yoi&lfll^jti&fc.ifeffltf)*-^ y ? 4 y/^f-x. y 
9 TO hJ5it**§m.-?&W$B.& t LTOSDMI (Secure Digital Mu 
sic Initiative) 7l'-A7~7 Co^TfftJo %&<r>^r X 9 - 3 \d 

1 ffl Kft Ltf x y y T "7 hRTs£&3 tT- CD&{±@£ £ *i& 0 "T^T^^ fc?-A« 

f-j. V 9 7 "7 h ^tlT^tUf. -0(7)3t'-^f x7^-f > (lliP) ? 5 X-&ffi L 

rr t'-^3itB-r^C <h7!) 5 -e^^v^ 0 ^fflO^i^Si^-r fltTieS DM I 7 7 
- 9 Kit, :^x^7vl-^>f>'7 &m r B!&%*K$z%i-?2>t2it><om-<o^®iX-& 

^oT, CI CO S DM I i/^T-A|i&*^e,*#Hffi^M*$ltfc7* f^^*f^*«a« 
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[0 0 0 9 ] 

°« S DM I t:f^L^y7f At:fc^t(±, fy'^^f f^lfSv7 h-)x7«i^ 
^•x -y^-f hJj$i*mmi-& 0 S DM I <7)tztblzit^ i$uzM-t&?-^ 

? T O H2-C£&^ 0 M$b* ! fc-£K&^i-z>frK\±^ Z-<D^x-v?J y/?-x-v?T^ hit* 

[0010] 

HI 1 >^>yizHl-&mmT%,$:&5±-f2>t2tt>cD^ t'-A'-X(7)nfi 1 0 0 <7> 

-t^J^^-r 0 -rcQ^J-efi, n>T->-y (iJ^Afia*^ biz&&zti&c\kiz£ Bf-5§-{~ j; 0 
T{£§l£ tl& 0 -r A &Cj3^T % =r >"7 ~fvi s^^f $r \ o 2 lin >f>77^ 7*7 

1 0 4*mn-fz> 0 —^(o^yT-yytrnx^Hizm^. ^y^yyyu^^ri o 2 

o h 1 1 0lify^H«fiyXrA 1 1 4 ^LTjS^ 3>f>'^yn;>* 
n>f>7nMl6Wno iWllSa, 118b, 1 1 8 c li. v>r*t 

->^7-A.l 1 4 t±£ f>^^?tL^=r>^>-7^*fLTnj-Hgnt;-^^ — o«f,f 0 @i 
<7)t?!lr-{i, #3>f^yCtLT3off)3t:-^j^ #I;L f 4 5 3 6<3D#>t<b 

fitz =r > -r > y ti t~<D^frhi>^*- v ? T <7 h ZgifTSs £>-f\ $ tz 3 m<D ^ 
ot(/>l, 0 f^#6 12 3<7)3yr>7{«MKi 18a, 118b, 11 

^I'fffifly^rAi Hit iSKllSa, 118b, H8cm»fW 
i<^=re-Sr^iy ^-f >-r*iT»i, l4©Ri:ff# 6 1 2 3«D3^rV7©f x 

[0011] 

#PLotfj&«£ L < BIS LTtE^tj^LTv^o #£JE4ha<7>5&«, J- - if^fr L ^ ffl 

(±-r<7)ct d y ^-r ><7>^*fifc < , z\<otztbzj.~- *f<D&Mfemtt% <!kfrz>z\t 
iz%2> 0 L 7$> L & *> ^> -fe^j. U -r 4 -frftlftiifry'PfUriyTyyKtt-f&t&ffl.ft 

[0 0 12] 

£i::8fi*Lfti,» 0 SDMI <Dtz#>lz&3&2tLtzfe%<D=i]S-'<-x<D?-*y ?4 y/**. 
y?T<> b izX &&^&*^<DmcDTiS? )i<mftm^WyXT^lt J t* x. r-^f 
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n > ■jr > y tfl&m ^^-^ fxy^'f'/Ofcfci- If ttg* ib n > x > y $ *i 
±-c^ife S c: t a«# < , ffl Wl £ v * r- a <7>4> -e/-? v 3 > n - jj juy- -sm 

jro-c-b+i'jf -f- **i^f L5i^-r ^> ci «t \*mmx$> &o 

[0013] 

o 

[0014] 

k ^ o § #j ^ * * 4) & < mffi-r & -r t nr he -e & & 0 

[0015] 

»3*L*f±rT&4o &T<£>8fii£fc*J^"T\ ««Lfc#J!R*^tt, ^ < o^<7)|MKj3»t 
[0016] 

- * <d r ~j 9 y^mnwSiTk fXT^&m^x is l mmf & * m±-r & 

^IfttSo frmWClt. uy^yy^a.—^^. (UD :User Device)^ 

x. v ?T+> hmtl~&^>< 3 y j ryy y ^<7>T?-tex'ffl$iX*li%: < > K^f W 
^^^Tfy7il'a>f>';^7n^^imo d<7) K^-T <Z>#ifc-C 

0 ayryy^<DT?-bxmi* MM&}Kit&2> >f ^<£>ES£>*irt:ife<7):g^$ tiTt^H 
<?)«2acf&iM$*L& 0 i:t\ F^><Lt±. F* W ^fcfS*tt»tfcftfc*ffl?>iit-§-tt 

(cryptographic key) «r&#-f* 1 oJ^±<^3-— (iiHrii/??5e 
SfcJsJLT<*>;Hs«Si) £-&tr t^T^^o |g»t<7>«S«r3f*-ra^— TJi. Ztih*m-<D 

^H«ffv^fA 2 0 0 Kf?^1-&^f£t£^&&mJ&^^BH):^£ *LT^* 0 * 
m) HTffift A-^fl/*, -ty h h7^#7^^ /<V3>|;J%S 0 —A 
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216, 8216, bfv**2 1 6) Hlfiaft^J: 9 

* -*&t&-Ci!Si$*tT^& «t d (IR) *jg$£»K5E«)t£*£fflv>T<>.i:v> 0 

[0017] 

^ VlFatRM (D A : D o m a i n Authority) 2 0 4 it, J-—*f1&&<7) 

^ >k sin-*-* ir-e<7)^fi* ? iEM<7)»^f-? ^mBLfci-rsiin-rso 

SEW#§a«ng (CAlCertificate Authority) 20 6*«Jt«^- 
[0018] 

(DM .'Device Manufacturer) 2 0 8li, 3>r^7 

v&mmm z&n-r & mm $ * »±ft^ & t*->* * ^ft^t? sans ^ * ^ - «si *n 

Ho fEBB&&:ffi&l»<9@3Eft (authentication 

key) , raSi^M(7)#^1f|goa^^a*&<^^*B^-r^o a— if«g*«K^ 
-fV^-XOf^ ^JHftlfly ^ T- A 1*1 Ti&f^-r & >fc K. ^ffl 3 tL & V 7 l-7x7li 

, j-—*fm%s-K^sb4 >x ^- )U$tix^Xi>, ti:v7 h>>i7E^7n (S D : S o f 
tware Distributor) 218 h A¥ 3 J^"C & <fc </^o 
[0019] 

=r>x>y - 7'ci7NM ^ (CP .'Contents Provider) 210li, 3>f 
£ K * << y <7)gm Ztitz&x-- vmifr KttLXmftitz li^jj&r * • ny^yy-fu 
J^4y\±, ?!lx_f£> -eo3>-r>y *^ft\^tzT-7- 4 7s K ^M<7)n >x >'7tt^7C. 
rr>-r y y * y 7 -< y 7, b T^-C$>i9 ? &<> 3 >f>7 7n;^ ^<7)JIr^&<tt 

5lft»tSii:-C*4o Wxtf, 3>r>7 7 , n;^/T^I)/0 FXYZil 5 fABCJ t 

^imm<Di/y7')UKMLTt*<D£i&mii*m\}hK&fr*m^Tfr£i 0 z/yyju r 

ABCJ ^Ma^n-f-f >^L/t«, 7Td"^ TABC. wavj ^MLitf f. 
fi, Cl<7)ffl<7)-f y blz£&mft^i>m'L>fr&2>tzib, ffl^MP377^)H:ffl 

LT77^JV TABC. mp3j ^ff^T^o CL <DM P 3 7 r >f JHi^tKBf -if-ftS *l, f$ 
fflMSiJ (-<7)ffl<7)S^^fi^^3tLS^N 3^A«iCff$*i4^ ff&PSi^ftSfr^ 

J: CfSSj&HtiD-C J&^^^Kitftft^tL^o ;<?)J:HftfflSSOIi, mm 
^ry^-ya >V7 h-7x7CJ:oTi#n^t^t*|So 3>r>7/n/^ 

? man £ mt-t & frwmg t & & 0 

[0 0 2 0 ] 

■*f«»H*#IS*l.fc ») > tfOx.!* ay-ryy^y? (CBrContents Bank) 
2 12 <D* yyj yriJ^y V ^mhtltz *) , a-f^ty 3 >^#<7)fiJfflprt|^+r-/N' 
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y;<y?it, j. - Hf co n > 7- y y 7 # y > b Zfe® L&ft-t & £ H •? o 
T*^y b tjsu-s xyT-yvi*. <MLt»©x> KJ---ifK:|i8gtt»t hfttzTiJ y 

ybfiUZfe$i£tl2>£^\±%:<^ ^(Dftfr f ?) 3 V f V 7 ©-9© 3 ^-^#1* 

3 ft* J: d ^^^tbthB-C**© **U- «£ >9 J---f <D^t > y- > y 7 ii v v hot 

tiMstL&o ^om-^, -econ >-r >y tfMttft fbti^mgij^ ^co^yTyyrii 
y y h*8fcS?«gM£2ILTfc «fc</» 0 a— »fj&«=i >r fc^o^- — «f«»fcn- KL<t 

[ 0 0 2 l ] 

■r >*yK*f-*-*5£&^»4, :/n-55r- (PB: Payment Broker) 2 

l 4 K4 otfl?^o raSWaa^t »i, r'i^JMBEE*, &H«/f&3&ttO*K 
4 }4 3 > x > ? 4qr&d*o$£&n&K X o TSX »? ftfeiiTv & )S^igi:fflv> h ti& 

J^/n-*-i:^t • IR^&#>£=fT?<.&^&&o It, 8EWMfffi«IWIi8EW*4 

#«3g« n t ^fcfe-r * <4 * ^ o 

[0 0 2 2 ] 

Y- h^i^f-A' (GS : Gateway Server) 2 16 f4, V7t&<dMj& 
IlWCIff * > * A/ 4 rt: ti >; y ? U ItfrtoZtfto* tii#f 

§ & „ r- ^ ^-r -9— /sco^nj ^ lt »4. -i > - * ? b ^MB.m^xmm 

[ 0 0 2 3 ] 

3---f ^ff 2 0 2 14, -i >flSW2 0 4 CgSnitCiot, #5eO K^-Y > 
t*J«9 St^i^^'-eHo 4^§£t±. K^W >2 1 6 tS»?*L*L»f, ^K^^f^ 
t r^pAJ «{4^<7)^^^»9m-rc <k ^ 4 0 Y*^y* r 

IfciiJ t^-H 5 t^o ^ >f Hi 2 0 4 It W > 2 1 6 Jwis»ti«S^>lfe 
[ 0 0 2 4 ] 

K^-f > 1 SMra2 0 4 {4, K^-f y i DmncitiaotiwM^ K^-f >t 
o :^ b~*4 y I DOJ--^f|'\0533l#»tf4, a*&Jftfc->97^i:, 
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[0 0 2 5 ] 

{± K^-f >flfit:^LT, #^<?) F7-f >tco^TfiEW^a«t dPav^^-friCLt^ 
[0 0 2 6 ] 

*o Mi. ^-j. ? 7 7>> M*f££?r? cDT-li'Sr < , Z\<D =» > T > "7 W3t7&^ff 

y jj — \z £. z> -r y y^<T)7fiJET ? -teTs^^nrfg Lte&o 
[0 0 2 7] 

tfe*<7)^i -y *V s /f-x. v?T<y V y^f ATli, a.- -tfMi 3 > 7- > -y £ g froo^m^ 
[0 0 2 8] 

^M^WSv-^x i**^mR-f2>tztb<r>7u v ?mx&& 0 Kpt-f yfa^sii, 

^J^ram^-^f«2 0 2, , 2 0 2 2 , 2 0 2 , ^ifrft$tf£ * K7 -f > 
F^^>XBDA4 1 0<h K7 -f > Z X Z P 4 1 2 <7) 2 11 Kill^T, j?t5e?) K 

* 4 y&M'ftif&^klfc'f&o 3>t> > 77'f "7*7 9 4 0 4 7^<b<7>3 >r->^{i, /N'yn > 
£ Ttfi+J-wM 0 6 K-Cfi& < , 1 oJiJLJLco Kp{ y (4 1 0, 4 1 2) tigf^ffl^T 

^'>^rA, -try h iwlSl, ra^|yXfAf(7)I^« 

Sr-g^/i K^-f > 5 0 (XDM&Tjk-TibK ClO<t-?^> K^'f > 2 1 6 KS»$*itf<T 

^>o CltLlitfc. -o<?) K^^f > («lx.lf K^»>f >ZXZP4 1 2) tf>«gliH<73 K^-f 
> (piJxtfF^^>XBDA4 1 0) ^S%-%-*m^X&&2tlfz^ yyiZ\tT?-t* 
fc fc^efc-J-So d6 C^fy^fA 6 0 0 (7)^J-e{i, > 2 1 6li3>r 

2 1 2 tif LTi/^ 2^^)iiigf# 1. # 2 t 1 ^MP 3 7"1/-V- 
^•#^-C^/^o —73. ^ -f >^<7>^ y K* > <h 7> T f± 3 y y-y y j^y ^ 2 1 2 <D 

^yfyyriiyy bKTf-txT&zt&X' #^v^ 0 ^fe, H4 t^LfcnS^k^^fc 

r? >7" Ji/N'V n > i^Ji-9--/N*4 0 6 60flg-^-i:b=i > x > '7 7 7'7'J 4 0 8 JC^Ift $ 
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2 ,. 2 0 2 2 , 2 0 2 , tiL/clIKl, 2, 3 <D^T Hfr) tzfe&i LX *> J: </> 0 
(0 0 2 9] 

hmmarm^^tcomm^it, WTLS^7^3^TL S^*Mgiffcfi<j:/n hn)P 
£ffl<^&.l <hrt s -C£&o tfz^ a y-ry -y •RfgtT) £: *6 {i h *) y°)i^D ES^AES 
t) ^il#8f ^-fe (symmetric — key cryptography) ^ fgfE 
is «t C«t£K tiffin £{±R S A 2rB§ Steffi C: k&X£ &o x>T>-y0> 

) is J:O f £^BlJH*fc#J£-r*«*» (secret key) c: tKfcio 

iOi^ili, SE§!#0&l3«fc»fc*i«J3&« (private key) tfc, fv 
* ^f^lSSSv^xAcOHiria^jm^tLfc^a^t*^? *i*«J3NI (secret 
key) ttiK K^-f >flW^^«'^? *i, fliMSft&o ^---Wl 

x£& 0 ±tz<D&^mt&mmm^m*tc&&m&^&<Dk~%h*m^xbmM 

[0 0 3 0] 

^3jc £ ft tz n > t- > y f± , *48D linvfv^n ^ i lify * ^fl^ifl ">Af 
Art<o^gE=r>"r>"y»wT^-fc^ «Th£ > 3 > -r > y vfr- V<F>— 

tLTii«?tt^>o i7^#Itl.i:, 3 V f > 7^' y ^ - v 7 0 0 tf)^itO-^j!i s 
^£*LT^£ 0 3>f >7/N'7y--y7 OOli, ^^^(CPH) 710, ftfU^C* (R 
doc) 7 2 0 , m^fUx-7'^i^{±4 v f-f-'fb^ljT--7'^ (ERT) 7 3 0, ^y=y 
jL-r-y>V7 4 0£ .fcCMg-f-'ftrr >-f 7 5 0<7)5i(?)^7yi^ h<7>^*£^J: »9 ^ -S> 
o ^ -y 7 ( C P H) 7 1 0 ±i:3>fyy^y^-y7 00 /y ^ ^ h <7)#& 

j3 «fc O^^+r-f X^^-rfcfe^-ffiffl^it&o = >-r ^y<*>te/H&fliJti|6*!l;fc*7 2 0 1^ 
( 0 0 3 1 ] 

m^-yju (ERT) 7 3 0 fc-g-tft&o Z<D&-%ik%kmT-7')l'<V^mii. XrMLl 
-fKctottCii^S/ht^X • *>&XW£X$>Z><, M 

[ 0 0 3 2 ] 
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^{^^Ss^ib^^b^J-r-r^Ogm^OS^^x.^, F7>X3-?- (t r 
anscoder) Srf8v>-Cfir ? £ £ ri*-e# &o h 7 >X 3 - V HjtWWiCOT- 9 

3 > f >'7 y n ;q ^^f y ? ;P 3 > f V 7 ^tf It 'Z^KBCTffi 

[0 0 3 3 ] 

o^<7>3&#- ( E R T V E R S I ON. TOKE N 0 B J E C T_ I NF0> TOKE 

N WO R K HA S H> T O K E N_K E Y_ I D , T O K E N_ x x x _R I G H T 

> TOKE N E R T_S I G30 *«*-6 0 -^)ER T V E R S I 0 N§BHtMS|Mfr#fl: 

*l& 0 TOKEN_OBJECT_INFOSWi, ^W&^iVfeMT- 08iltt»t £ 

ftfcf -:>*^«j I &fcra-r4ti!8L ^Ji lff<Of y ^ JH B a ptf) a k" - JfA L ^: »? $ 
tfft^i^ »Ji-4fc*<^UR L^£&&-f&o TOKEN_WORK_HA S H£&l±. £ 

aT^^f'JXA^ffli/^^i^^to TOKE N K E Y I D§l${±. S|fy 9 )\<® 

Srffl^T$JRAt«!l»)aTe>*L*3>-r>yBf^k« (CEKlContent Enc 
ryption K e y) #Wit£-e&&o TOK EN_x x x_R I G HT£iS (xxxli 

{i^^x^^^^Jp^^^fflMJ^-g-tfo -ffft LT> TOKEN PLAY 

R I GHT^^It> TOKEN KEY I D &Kmfrtltz<Wfc<Dmi l zM%iT f i? 9 )\><fy 

TPLAYJ Utf^^hilX^&Zt*mttt&W<DZ.ttfnSffeX~$>Z><> c\ <Dft^t 

fy^l'ftfa^^tgf^lfi^l tt^>o «fCTOKEN_ERT_S I GSUli 

[0 0 3 4 ] 

^y-f-yyya^^ r 2 i of±, ^ie^sij<?>iiis<7)^$$r<j: *)mm-r2>tziibiz±tz&-% 

ItlfiJr-rJW 3 0 t3>f>7^77--y7 0 0 ti#t^ 0 3>r>7/<7^r-y 
<7)0, ^•f-fh^iJx-y^^fflv^C: £-C\ 3.--*f«g±^)V7 h ^^7$: «t »)W3fcfl:-r 
[0 0 3 5 ] 

n y t- y y o^tt^ =r y -f y y t W.mJcW t o2£ ^ y -> a. v^rit g?-f & z\ t 
i><DT-&2> 0 ziy^yyit, UMy&*ffi±.^&tz£>lzife^it&!&K&tzti2> 0 uy^y 
[0 0 3 6 ] 

17C.^Tvt LfcJ: 9 ^y7-y y*v>r-y 7 0 0 rt^^o^- 7->' x. 9 h ^ 2i® 
(CPH) > R D o c i3 J: iWHfcftttx- 7* ;i/«-^tf 9 -Y -tr>^ y t4 )V 7 6 0 
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t. Z2>7->V <D^ y'szL. Bf-^-fk 3 s t s y & «t ^IH^ L & </"> 3 >f >7^'7^"-V A 
y?*7 1 QwmQ&SttVg^t^y-ryyy 7 0 i: USHtfctiTi^&o 

[0 0 3 7 ] 

o 2 (in^f) ©/D»^ia8 o oa^sitT^fc. ioaeis (j-— 9*«S) 

fi, CPU|?8 0 2 tfy^JUftHfl (DRM) tya-JM 0 4 $r^TLTfei9. 
fV^JU^f^ti^S (DRM) ^ y a - ;k 8 0 4 li K ^ > ^ - ^ <^ft C l'' T If §P 
8 0 6 £ <£ VgMU 8 0 8 Ogjffc £$U#Pojb£& V 7F^7l/:li77-A^i7 
0 i 03- - -ifWt&li > RAM (Random Access Memory) 810, R 
OM (Read Only Memory) 8 1 2, EEPROM (Electr ica 
lly Erasable Programmable Read Only Memo 
r y) 8 1 41(0^*^1^15^ mi£&HZ$L *) *J- LaftfeZ: 3 > -f > yfStt^tt 8 1 6 
£fltx.*o miI/a»J«p-7'D y ? 8 2 4fe<t^i^- ? r>J- 8 2 6 C <£ *) J— -if|£ 
S2 0 2 ti*i6M?ii4o SlTtiMM:i4J: 9 C flfrie-Tv^ fl/*ffc||H3F«S> 

J.-if«SO^.— »f >^-7x-xt LT<0*-jK- F8 18, r f ^7V- 8 2 

0 „ ^y K*> 8 2 2^<DffliRffi£,*mLT^X «tv> 0 
[0 0 3 8 ] 

i79 0 2 (Stiify? ;H ffif l^va-^t LtM^ii *ITV*&) fi, rr >- 
fV7/<? v-- >MSfSS*9 0 4 „ ii#^3ffiS&9 0 6 , 3 > x ^.7 m-S§-£& 9 0 8 , £ £0^3 
St sy yis-V- 9 1 0 K X tym&Z tLTV^ 0 &i3, C©fy^Jl'^ifIV7h 

S*ya-;K?)37V7h7x7li, ftfc 3 > -f > ^ £JR 9 ifc^tfto 

te^9o i^nricjjnx., 7 7 4 , nt(Ofi, * ? h 7-* s?\ U*<nvg-%rm& 

0 3>f>7fl7 7'J y"-V3>-9 1 2t ■)x/77^f77' , J 4r- -> 3 > 9 1 4 "C^ 
So i ^ C|2i^^77 , J t - •> a > 7 7 h 7 x 711, )lsX&-£t~f, SI? 

7F7x7£J:o ; 77n-y3y^*if ) oMIO i:*3&Lt^ Sit £ 
tts 0 
[0 0 3 9 ] 

«x-"*f«ga«§#L;fcrtHHi:=i >x>^i±, Ht*ti?c, 3-- sim^* 

•J 9 1 8 F«3K:4&tt$4 v L*3 >f>-7A^-v9 1 6 tCftfftiiti'THo ClO^ 
t'Jli^-7777-t^^^'J -C$> *K £ gC * * Ty-tA <0*Qfi|H iot 

-ef±& < 3 >x > •y^y^-y + fOnyf >70^b:«toT-ew-t + a 'Jf-f 

9 2 0 i:M?ti^^*li L^o itLj: H'fX^Stft •) *?-f\,^ a S f > ? 
n->'li, ^#lt<7>^^^t¥tb^7 9-y->^^*';^- K, Wx.|fMMC (Mult 
iMedia Card) CteHn^t^Jo 
[0 0 4 0 ] 
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±m*-7'yT ? -t**^ 1 ) 9 1 8 2 0 it. 7r-f ;i/y7rAfI^9 2 2 
- 7*> r ? -b^^-t'j i*i60 ^ r-f ;ko±j&, II, m*-Tk&3s X o Wx.ff\ 

^t£^.-- ) f^££'50'7 T/'J^r-y 3 > 9 1 4 > -f - > y /< y ^ - > > 

7^>3>r>77'nAM h ffiX-fZ (DK&mZti&Z. t rf$> *) , ^ - -f l±Hr L < 
ALfc3yf>7A77-/ttW LB]" fg£ y: K n t: - L v» t & ^^A* 

CK/OJ:? ^Ir L ^ ^ > r > 7 y 7- - y K ti, $»I>$S7 7"V 7" - y a > 
tfhiltz^fc<D7 r 4 frfcWf- (MA. if T. cpkj ) WtfbtLTis 19 , ±12^7 -7^" 

yy; h-;^co^*^)^i±IS^T7' , ; v a >>6^^±tf ^,*t^o fit, -co»T 
/'J7-/3 7 (37r>7^>7h-79 2 4) }±, fltff5 7 7 W 7; -f A MS&fc *g 

[0 0 4 l ] 

±m<W x/777f 9 1 4ti, jl-W K*-f >^iDA/lttiiL^t^^<,«ffl-e§ 

?&« (private key) t &H«gEW#«:A¥-J--6 -f ^IFattra^^ 

^•7*-9-^ r-£tg-*i& 0 r^^^ffi^tL^co-r-^^^^^^^ya- KU m/Vfflm^ 

r/XH77"n^7A9 2 6 A# $ *tfc«*ffif-f-»R L. a— «f»g<^>«»> * y 9 
3 0 ^fmV7 I»)x7tya-Jl'9 2 8 K fctttU* fcfcv» 0 

[0 0 4 2 ] 

J--*fm&<Dm.&feV (secure memory) k L.X\*2W&<Di><Di)m^h 
tLX^&o mi <D9 4 yji, 7pT£^ra:^M^fg#^ (tamper-evident) ;* 

©fltHHtS tltzU^m (p rivate key), if — S;<77^ - 7M (K u P r 
i ) 3 -f >^ (K d P r i ) ?£b'<DfeMl,zm^t>*l& 0 Wx. tf^W • 

• 7u-*?yy ■ 54 a • yi^-^^^^^^Wa^coiiSFT"-^, is J: 
«t m^fflv>t^ <; <75^£te;d<fl£S.3 it* fctf>, i^)7€'J li^jE3cAf&j|&fig£#F 

[0 0 4 3 ] 

±IE^iESi:ai&m«i6#^ > * 'J <Dtztb<o^ y tl^ •=£ 'J <oH 2 <o ^ -T 7*-e& 

S^IEefeftPTjlh^Bgtt £ (tamper-resistant) >t'J 9 3 4 KtS-lfl £ tt 

-H s tH, dco$^^^MBil^*5^T, Hirie-^<30-^-y M (KuPr i) 
^TStLjfc K*^f (KdPr i) ^JBf-f-'fttffl ^ £ *l*#U&J&<7>S5 ^CO^IE®: 

. ^---ff^ff(7)*^^--r -f y^y^rA^i^, i-f«S±OV7F7x7^ 
[ 0 0 4 4 ] 

iOftl^ 9 3 2 ^^^9 3 4 1*, * ';«a$B9 3 0 ^lCT77-t7 £ ft* 

9 3 4 (c«jWg*L7t*t(&-J-&/N^->i«[<oM«r«:fi^-r*o fl7^'Jf 
S^9 3 0 fii/t, ^jE5fc«|&ja«||6ft # * * 'J 9 3 2 ^O^IE&fi^i&ft^ i y y t 
^t^o M/UW^/T-y 9 ^fltifl7 77 >7 > hWaSB9 2 8 (i, lrL^fi^f-y^;i/ 

gf9 3 0^(7)^ >f-7x-^^1o 
[0 0 4 5] 
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fy^Ji/f^filSl$SV7 x.7<omik<D&frlt. hU~7 W"Y9 3 6X& 

■2>o SSL. TL S, WTL S ^<D%-£%; * y h7-^l/^ft9 3 S^fv^M 

>; — v g y&7 7 -tz7-f& 0 

[0 0 4 6] 

74 mMnm, t-tm 7 Y&%t*<Dmmn*U7F-t&<> z-w/vr-'y 3 >\t 

£ tz, t'77-t'7»fl^ 4 ym?R<vm : U<n>tzib<r>x--*f4 y 7 -7^.-7$: 
[0 0 4 7] 

3^-^#&& 3 > 7" >7^m£ nyf >7fS77 , U^^-/3 >K «toT 20 
fy^jHf^ifi3 7V 7 h ^x7;5TO?*iSo £ <7>^##j& 3 > f > 7 7" V- \ 

[0 0 4 8] 

0 maiJ^s'y^-v(7)|i^i3j:O f T^-t^^fFRrLT^Si tfimmZHZ ay^y 30 

y Vr- vmws* \t m m&^rit ztitz^y-ryy <om&&**v&-%m& * ® %rt & o m 

^ 0 3>r>7A^-yfiiliJ^ &>g> 3 >r- >7^gm<^£#K3E|)T5^^&*§ 

^i^o-et^ m/mw^/Ty 7 KmftKm&Tuvy vmm&Km&^xTv ? 
VtV&gMT ii y hr~7^m-r^o 

[0 0 4 9 ] 

con yTyy<D&mmKm^hti&o y *A><om$.<DK:*>\z^ mm^mffiim 

fg>5rEB«5*y bV~ 7 77 F7x7<0-b+ i | Jr'f-g|Sp D n $:iffltSo 
[0 0 5 0] 

, 110 *#BB f * t , K 7 -i y ^- 7 <7>T y 7 A>mftfi&m z/ 7 f~ A jo £ l/^m K 

1 0 0 0^?titv^ o tSti J ii/: f y ^ ;Hftif In 777 J^^TisJrO 1 / 
ttli77-A7x7 1 0 0 2 fi, C<7)^^^it^^^SBSp.^i5^t^•7i7••^f-/^*T■7' , ;^- 
-> 3 y X$> y> , M^ffS^B 1 0 0 4 , ffiSSSWafB 1 0 0 6 . -y - ->* > 
^SBl 0 0 8 , JsiTO/Mttb^l 0 10CJ: »)fll*$*iT^4o ifc, Z<VV7 so 
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-<^f«2 0 4 C^lt4fv^;HMl3 7jiV7 h-y-^7 1 0 0 2 fi. mffB 

(CGI) 7 , n^7ACJ:ot7^-t7?iiS 0 d ft bo&mr- V u x.4 4 > * 7 - 
* (CGI) 7 n ^* 7 A li ±S f v ^ ;H ^if I n 7 V 7 h >7iT<7) T~ 
£ tzm : &<DX--*f)&%k<DWi&t mffi.^. >TC03T^iD^T, ^€')fS, * 7 h 7 

[0 0 5 1 ] 

U-& 0 ili.^f-?ii, ;FlESfcfi:3lj!Jifgtt£^ 'J l 0 2 0 i:MtJ«)»i L< 
[0 0 5 2 J 

^lE&ftl&jlMtt^^'J l 0 2 OrtO^FIE&a^aiKfi. ^FIE^:aPAih«^##^ 
1 0 2 2*>*#gi:£&o Wttri'-i-«f|<7)^T^^7t:J: o fc, ^FIE^m^mmtg 
#§^^9 1 0 2 0 KT— ? frAlhjj L, ^2E&ftR;ih^igtt £ ^ 'J 1 0 2 2rtcDH8iI 

L£/N>y is ^m*&.m^ffi-fz>tz#>K^ 0 2 4 tfm ti& o 

[0 0 5 3] 

r- t"<-xit, y /t^j ? ^mftm^mr- rmm^ i 0 2 6 t:j: ^ssti^ 

. K^-f >^S1-*^--^faf?^5€LT<7)Pp^^fe^^tf d it^x^So 

=§-^<7) ^a«IJStit; mm K^-f >f iW^^-fKCtLt^tS/^^) 

K^-O-^S^raiiE^Sl 0 2 8 *^-y>-T^-t^^^') 1 0 2 9l*It:^tl, 0 £j£ 

%mm?-^>*)\'-t)m±L2ii2>Mmfc&^x, zkdfjj ymmmmmww (DACer 

1 0 2 9 fi, 77^ ;i/-/7,fAfI^l 0 3 0 ^Tfl? tl& 0 £<7)7 
7*'J^-y3>77F^x7lt ^ c7> y r 4 ^MSB^it DTi - -f > T Z -fe X J V f*j 
[0 0 5 4 ] 

Z<7) Kp<-r >f ItiWf >H«f in 7 7 7 h^^TJi, ^S^fH 
t^-fK^^M^Sfii^i Kpf-f >fltii =r>x>^yD/N'xf ^,tc7)M(7) 

09 x. tfW A P it#<7) J3. - Hf ^g£tf> <6 (7) WM L ffM<7> 7x7^^y^j.- -9* filH CMLT 

fcfrx.* J: •? Ki-&££><7)^--+T-f >^-7i-^-^^| 0 
[0 0 5 5 ] 

^Sf £ K> -f y^MXZit&tztfxD's- ^7*^-->'li. if, J---f &Wtf£<D h'J <i yizm. 

iiis^xn, y^m^mit^<7)^~^r^t<7)mK^^mM^iitzm^m^ 

£fflm*tkih-t2> 0 ymm^m<D^^my^^y^it, mmr^^ y*mwiv* 
^ y^m^m<DT^9 )vmftm^Mr-?^-7,m~wtvz>tztbK^ z\<D£fflm. ^ lt 
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<< yftteXZ/^X 7- KSrffl^io Stt^i Fp< >f Itili, C<77#rm F^M 
-77^^-/3 > 1 0 3 2 »i, ^(7)^-7 r-f ;w*fl|jt»*f LTfrlEJg^St F> 
[0 0 5 6] 

[0 0 5 7] 

iO^I§««:i#07*-^^-^-e^L. •e<^^--9 , «S**^ (1 £/fcli«Sfe?» K 
^ SrW^So ^tfc^— »f«»©J— »fii, 3&x--'if8M£4)£'4> 

tS 0 if«S<^«-f f-77'n/7Ai 0 3 2lt ZWstyr-zSZmXimtL 
h**Jy flii fi mm*-- -»r*ga«afc * <o F * -i y <o§-fk t it * ^ t i: *«sgi- * - 
[0 0 5 8] 

[0 0 5 9] 

■9 s «SH y -r y v £ 5c& m^. nyy-y y 7' a ,U Fit Sgi- -f^ff^M^ * o T 

> - o jt sb k 3 > x y y & ffi x -r & v&<o &m & z m - <d ^--fci 

1 3 > r > 7 t^d ;M ^^lf i ^ ^ l^-t l±-, £ if «g <Oa- W_bf£ F 
[0 0 6 0] 

jtn >f>7«:fiL^3 >-r>y7°o/NM ^2 1 0 7* n v ?m 1 1 0 

0 t!>^£ tt-T^&o ;©3>f >77 , DA>fyi:i^T, ^^"CH t iitz-r-J 9 )U^ft^t 

37V7F I >i7UJ: XI/ Itli77-A7x7l 1 0 2 ti. ft£ ^S^B 110 4. 
3>r>7A'77--y>^l 1 0 6, *3 <t O'^m^tB^ 1 10 8O«b6*ITLT(/^o 
*ISWO-o(^»iS*^ifi^-e»i^ ^«li7i7-t-^77''Jr-y a >tc«£oT 
-^x_£>*l&o ^<7)3>r>77'n/q^Jj|V7h7x7li, ^^e'J^S, ^"^7- 
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[0 0 6 1 ] 

|g##-X-=eUl 1 1 0 7&*flint>*L;& o 3>f 1 1 2 fi^-T^r^-tr* 

1 1 1 4 Z.i(lt><0*v ^r-yl±^in >r- > 7 ynA-f ^<7>&g§& 

t>tLSo toT3>f>7(t 3>r>7 7'n^M^(7)Mt{:J:ot(7)*(i 

(0 0 6 2 ] 

i03yfi"^D^^7i;^n^|fi 3 7y 7 F^x71 1 0 2(4, >• 
r>y^D/^ *T2 1 0 U-fffig2 0 2 fc OWOttSfc .fctfiSgE:* >r>77'o;q 
*"2 1 0 t K^-f >WS*ifl€2 0 4 tOMoaHi^a-rSo aSE^^x^^^n/^^ 
<7)-T->* * JH^flV 7 h V j. 7-c7)i^«^^^{i x -oo»iijflf*lfc»S»c J: * V i 

A P itm<D J- - <7) f z ^WMLM^7x7^->^a- -»f «S {^LTMt-i) 
o a^^x/^ylt ^ - 1>* ^ >Ig^)fcS{) l: 3 > t > 7 ^fA t J §Cf 

[0 0 6 3] 

7*ny ^13tCiS»ta^<7)'f|t!<7)^n° (*-7*>T* 1116, ftg^t'JfiS 

1118. t/flitfl^ 1120, ^jE&*l»iL«fl6tf |^'JH22^7h7 

- * i 1 24. #^?h7-?wti 1 26, m/mm*4 >*b-?i 1 2sm <r> 
mm, as 9** era 1 o*BMLTmwLtcmu%fo<ow&<Dmmtmmx-$>z> 0 ' 

[0 0 6 4 ] 

s^t s *t ?t 3 y x > y £ - -9* tc $§£t-r 4 £ * n & sse * )v zmz.-ft 

^tSo n> 7 ->y7'n/NV ^li^K K*^ >M«IW o Til |t^-^«ffa« 
HLTv»4 lo^±c75 Kpt-f >S-i^c:t^fHo LT, 3 7f>77nAMfli 

r>7*i©*g?^ K^-f >^fiJ>9 STfi-To 4*3, J.— »f«S^>JL— Wife ( 
3>t->7) *J)fAUaDSTti/>h7r/OK^^ (ifcttURL) £^A7J$ 

[ 0 0 6 5 ] 

-<7)ff L < *fl»> =STE?tt7^^ y^r- v<4HJISJ---r»mg3l?tL, -f-oftJL— »f«S 
[0 0 6 6 ] 

h 7x1* -f y? 7x.-X (CGI) 7"n^7A^tLTi/^, fo- ffl&mi& 
ay-ryyzfusU y k V* -f >«3ttlW £ <?>KI<aa-S&£&3a-*- 4 frlSiHg^SSB l l 0 
4 -e* * o n > x > y /< y - ->- { jt, 3 > x > y /-c 77- v > 1 1 0 6 t of-»ftt* jgij 

T'n7'7AT^4l!titai7 7 h7x71 10 8 t^T^f totLS 0 
[0 0 6 7 ] 
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7-y •yiZT?-kX2 J £&tz#><Dm®i&<D-m^Jjfet LT, *&ii?(7}3 fcf-^-.X^ffiKiS 

& ^ tWT-&& 0 ? > > y^<DT ? -txtt 1 otti^) K*-r > 

Ty LTSUjIft^T^ -txnlffct (i& £>&</^ igi2J & =r > 7" > yffl^n h =j;W: 

lt v» tufr? > -f > y £ A^-r & - 1 a s -c § & 0 s«s *Lfc«s©*n ^ y -r y 

[0 0 6 8 ] 

Illy^fA, 7* v ? )U^yf-yy ttl&<D -fey h Y y ~/i£y & %i&.m^y fcf a.- ? 
[0 0 6 9 ] 

[0 1 ] ^3f-^-7(?)fy^JHWIy^fA^tyD ? ^Elo 
[0 3] ^iCUiffiU >*^-r^I3o 

[04] #!MHfcJ:4 -f >^-7^fy7JHft|fIy^fA^t/D-; 
[0 5] *ftflt'J:4 1 o&±<*)^-- 1 fM«&£#Lfc K;* -Y > ISifcH. 
[0 6] $H|CJ:S3>f>7ff)F>'f ^^<7)^^ft^^-r^0o 
[0 7 ] CU3>f>7 * y<r- V *<D— m **^-fll^Ho 

[0 8] «^^J:^J--Hfa#«<7)7'O-y^0 o 

[09] J: Si-fUMt^/Ttrn *0 O 

[0 10] ^iCU KpM >fI«^)iS^/7t7'n '^0, 

[011] J: s n > r > 7 y n;NM /<7)M^t7*n y ^ i 0 
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